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(57) Abstract: A processing system including a bios protection 
device and method of protecting a bios is provided. The system 
comprises a central processor (11), and a BIOS memory device 
(18) to which the BIOS protection device (17) is interconnected 
by address and data paths (16). At start-up, the BIOS protec- 
tion device (17) takes control of the memory address and data 
paths (16) and prevents execution of a boot program stored in the 
BIOS memory device (18) until the BIOS protection device (17) 
has verified that the boot program stored in the BIOS memory 
device (18) is authentic. The BIOS protection device (17) is con- 
nected to the processing system between a central processor (11) 
and the BIOS memory device (18), and includes address and 
data path interface connection means (24, 25), and an authenti- 
cation processor (21). When power is applied to the BIOS pro- 
tection device (17), the BIOS protection device (17) takes con- 
trol of address and data path(s) (16) to which it is connected and 
the authentication processor (21) interrogates the BIOS mem- 
ory device (18) connected to the address and data path(s) (16) 
to determine if the boot program contained in the BIOS mem- 
ory device (18) is authentic. Only if the boot program is de- 
termined to be authentic does the BIOS protection device (17) 
release control of the address and data path(s) (16) to permit the 
central processor (1 1) to execute the boot program. 
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